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ABSTRACT

The integration of emerging technologies such as artificial intelligence (AI), drones, IoT sensors, big data, and
blockchain is revolutionizing disaster management by enhancing response speed and effectiveness. However,
these advancements introduce significant challenges in security governance and legal liability, particularly
around accountability, data protection, algorithmic bias, and the resilience of critical infrastructure. This com-
parative study examines how India and Serbia regulate the use of these technologies in disaster management,
incorporating legal analysis, policy review, and expert insights. The findings highlight that while India fo-
cuses on national frameworks, particularly through the National Disaster Management Authority (NDMA),
Serbia aligns its disaster management approach with European Union standards and emphasizes regional
cooperation. Both countries face common challenges, including the attribution of liability for autonomous de-
cision-making, cybersecurity risks, and cross-border coordination. To address these issues, the study proposes
a hybrid governance model that combines adaptive regulation, multi-stakeholder partnerships, liability-shar-
ing mechanisms, and technology-neutral legal frameworks. The research argues that effective regulation must
balance operational efficiency with security, legitimacy, and human rights protection, ultimately fostering
public trust and enhancing disaster resilience.
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1. Introduction

The contemporary security landscape in disaster management has been fundamentally trans-
formed by the proliferation of emerging technologies, including artificial intelligence (Al), un-
manned aerial vehicles (UAVs), Internet of Things (IoT) sensors, and blockchain systems (Mandloi,
Arya, & Verma, 2024). These technologies offer unprecedented capabilities for early warning sys-
tems, real-time monitoring, resource allocation, and post-disaster recovery coordination (Kordi &
Ertz, 2025; Leong, 2025; Milenkovié, Cvetkovi¢, Ivanov, & Renner, 2024; Vidovi¢, Berisa, & Cvetk-
ovi¢, 2024). However, their integration into national disaster management frameworks raises critical
questions about security governance, legal liability, and regulatory adequacy that traditional legal
systems struggle to address (Mustafa et al., 2025). This is especially relevant in countries with varied
landscapes and dense populations, like India, where advanced tools such as Al, GIS, mobile com-
munication systems, and drones have significant potential to improve disaster response and reduce
negative impacts (Hanspal & Behera, 2024). The challenge of governing emerging technologies in
disaster management contexts is particularly acute in developing and transitional economies, where
regulatory frameworks often lag behind technological adoption (Lescrauwaet et al., 2022). This reg-
ulatory gap creates vulnerabilities in critical infrastructure, unclear liability attribution for automat-
ed decision-making, and potential security risks that could compromise the effectiveness of disaster
response (Riggs et al., 2023).

The increasing frequency and intensity of global disasters necessitate robust disaster risk man-
agement strategies, highlighting the critical role of emerging technologies in mitigating their impact
(Cvetkovi¢, 2024). In particular, India’s diverse topography and dense population, coupled with
Serbia’s susceptibility to natural and socio-economic pressures, underscore the urgent need for tech-
nologically advanced disaster management frameworks (Cvetkovi¢, 2024; Hanspal & Behera, 2024).
India and Serbia represent compelling case studies for comparative analysis due to their distinct reg-
ulatory approaches, geographical vulnerabilities, and varying patterns of technological adoption.
India has faced a range of climate-related disasters and has invested heavily in technology-driven
disaster management (Charak, Ravi, & Verma, 2024). Serbia has aligned its disaster management
framework with European Union standards and developed cooperation mechanisms with neigh-
bouring countries (Tanasic & Vladimir, 2024). This research addresses the gap in examining the le-
gal liability implications of emerging technologies in disaster management contexts by providing a
comprehensive comparative analysis of security governance models and their effectiveness in man-
aging technological risks while maintaining operational capabilities.

This comparative approach aims to highlight best practices and pinpoint areas needing improve-
ment in both national and international disaster response protocols. It supports the development of
more resilient, legally robust frameworks for incorporating technology (Hanspal & Behera, 2024).
Ultimately, the goal is to deepen understanding of how different disaster management strategies
can enhance resilience, lower vulnerabilities, and improve coordination at national and regional
levels (Beli, Renner, Cvetkovi¢, Ivanov, & Gaci¢, 2025). In this paper, “emerging technologies” refers
to digital and cyber-physical systems that directly impact disaster-related decision-making, sensing
and monitoring, warning dissemination, logistics, and coordination. The analysis looks at four main
groups: Al-enabled decision support, UAV-based data collection and delivery, IoT sensor networks
for early warning and infrastructure monitoring, and distributed digital platforms that support data
sharing and identity or benefit management. Technologies used only for internal administration,
such as generic office software, are not included unless they have a significant effect on emergency
operations or public safety.

2. Literature review
2.1. Disaster risk governance: concepts and global policy anchors

Disaster risk governance encompasses the frameworks and processes through which various ac-
tors manage and mitigate disaster risks at multiple levels of society (Ikeda & Nagasaka, 2011). Ef-
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fective disaster governance requires robust institutional, policy, and legal frameworks that facilitate
collaboration among various stakeholders (Dai & Azhar, 2024). The adaptive governance model
emphasizes communities’ capacity to adapt to uncertainties, promoting a learning-centred, collabo-
rative approach to disaster risks (Mitchell, 2022). The Sendai Framework for Disaster Risk Reduction
(2015-2030) places governance, laws, institutions, and accountability at the core of risk reduction,
calling for “risk-informed” decision-making, stronger legal frameworks, and multi-stakeholder co-
ordination across sectors and scales. It explicitly links early warning, information sharing, and pre-
paredness with regulatory capacity and public trust, framing technology as an enabler that must be
embedded in governance systems rather than adopted in isolation (UNISDR, 2015). The integration
of innovative technologies in governance can enhance risk anticipation and response capabilities
(Klinke & Renn, 2012). However, challenges such as political inertia and resource allocation issues
hinder the implementation of effective strategies that are vital to enhancing resilience against future
disasters (Uddin et al., 2021).

2.2. Technology in disaster management: capabilities and constraints

The integration of technology in disaster management (DM) has transformed how societies pre-
pare for, respond to, and recover from disasters. Technologies like big data, Al, drones, and IoT en-
hance predictive capabilities, real-time monitoring, and resource allocation during crises (Kirpalani,
2024; Pandey et al., 2025; Khan et al., 2022). However, challenges such as high implementation costs,
skill gaps, and the need for seamless integration can hinder effective utilization (Krichen et al., 2024;
Johnson et al., 2023). While technology offers significant advantages, its reliance may lead to com-
placency in traditional preparedness methods, which remain crucial in disaster resilience. Over the
last decade, Al, remote sensing, and IoT have transitioned from experimental pilots to operational
tools for hazard detection and situational awareness (Ahmad, 2024). However, challenges remain in
model bias, explainability, data quality constraints, regulatory approval, and privacy issues (Rane et
al.,, 2025; Lyu et al., 2023; Lone et al., 2023).

2.3. Cybersecurity as disaster-risk: cascading and compound threats

Modern cyber threats can trigger cascading and compound disasters, where a single incident or
interconnected vulnerabilities lead to widespread, multi-domain impacts. Cyber-physical systems are
particularly vulnerable to these dynamics, as failures can escalate from the digital to the physical do-
main, leading to large-scale systemic disruptions (He et al., 2024). Recent research emphasizes embed-
ding cybersecurity into all-hazards disaster resilience planning, which includes multi-risk assessments
and advanced modelling tools to anticipate cascading effects (Alakbarli, 2025). Proactive approaches,
such as integrating cyber threat intelligence, implementing layered defense, and maintaining continu-
ous adaptation, are essential for mitigating immediate and evolving threats (Dine, 2024).

The digitalization of emergency management has created new vulnerabilities. Ransomware and
Al-enabled cyberattacks increasingly threaten critical infrastructure, with cascading impacts across
various sectors (George et al., 2024). Incidents affecting healthcare, water systems, and transporta-
tion have shown that cyber disruptions can have humanitarian consequences comparable to those of
natural disasters (Okolo et al., 2021). Recent ransomware attacks on emergency booking systems for
paratransit services underscore the direct connection between cyber risk and disaster risk manage-
ment (Kalinaki, 2024). Intelligence community reports further reveal intrusions against industrial
control systems across the water, food, and port sectors, highlighting the need to treat cyber inci-
dents as disaster-like events within all-hazards governance (Schlegelmilch, 2020).
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2.4. Ethical and safety governance for Al in emergencies

The rapid adoption of artificial intelligence (AI) in emergency management and healthcare offers
significant opportunities to improve crisis response, but it also raises complex ethical and safety
concerns (Visave, 2024). Effective governance is essential to ensure Al systems are trustworthy, fair,
and safe, particularly in high-stakes environments where decisions can have profound consequenc-
es (Ottun & Flores, 2025). Bias, fairness, transparency, and explainability are central challenges, as
Al systems can unintentionally reinforce existing biases or make opaque decisions that undermine
trust and accountability (Alabi, 2024; Patidar et al., 2024). Addressing these challenges requires ro-
bust mitigation strategies, continuous monitoring, and transparency in Al decision-making. Privacy
and data security are additional concerns, as emergency Al systems often handle sensitive personal
information, necessitating robust protections to prevent breaches and maintain public trust (Bala-
dari, 2020).

Governance frameworks integrate ethical principles, regulatory measures, and operational prac-
tices to ensure effective Al management. Key principles include autonomy, beneficence, justice, and
professional oversight (Subash & Whig, 2025). The GREAT PLEA framework emphasizes accounta-
bility, privacy, lawfulness, and autonomy to guide Al development in emergency contexts (Oniani et
al.,, 2023). However, many global guidelines remain non-binding and lack enforceable mechanisms.
Effective operationalization requires translating these ethical principles into actionable guidelines
and risk management systems (Tariq et al., 2025). Global guidance now converges on the risk-based,
context-sensitive governance of Al in public safety, with the WHO recommending human oversight
and accountability safeguards (WHO, 2024). The EU Artificial Intelligence Act (2024) establishes a
risk-tiered regime for “high-risk” systems, setting strict obligations for documentation, conformity
assessments, and post-market monitoring (Du, 2025).

2.5. India: Disaster Law, Technology governance, and Al Regulation

India’s disaster management system has evolved from a reactive model to a proactive, resil-
ience-based framework, anchored in the Disaster Management Act of 2005, which established key
institutions such as the National Disaster Management Authority (NDMA) and State/District Disas-
ter Management Authorities (Hanspal & Behera, 2024). Despite this transformation, gaps persist in
areas such as early warning systems, fund utilization, and institutional accountability, which were
particularly evident during the Uttarakhand and Kerala floods. India has also integrated technol-
ogy governance by incorporating ICT, big data, and remote sensing into national strategies, align-
ing with the Sendai Framework’s emphasis on technology-driven approaches (Grembergen, 2004;
Hanspal & Behera, 2024a). However, the rapid adoption of digital tools raises governance challenges
related to data protection, interoperability, and ethical use, particularly amid emerging cyber threats
and the Digital India initiative (Hanspal, 2024).

The increasing use of artificial intelligence (Al) and machine learning for predictive analytics and
early warning has raised new concerns about liability, transparency, and human oversight, high-
lighting regulatory gaps and ethical dilemmas in Al-driven decision-making (Ahmed, 2025). India’s
disaster management regime, while maturing, requires greater legal clarity, stronger accountabili-
ty mechanisms, and safeguards for emerging technologies to ensure technological advancements
strengthen resilience without undermining rights or ethical standards. With the implementation
of the Digital Personal Data Protection Act (2023), India now has a comprehensive data protection
statute, introducing implications for consent, purpose limitation, user rights, and breach reporting
in emergency contexts involving Al and UAVs (Malhotra & Malhotra, 2024).

2.6. Serbia: Disaster Law, Technology Governance, and Al Alignment with the EU

The basic legal instrument for this sector is the Law on Disaster Risk Reduction and Emergency
Management. This legislation fundamentally redefined the national approach by prioritizing pre-
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vention and preparedness over traditional response-only strategies (Cvetkovi¢, 2024; Cvetkovi¢ &
Miljkovi¢, 2024). Under Article 11 of this law, disaster risk reduction is explicitly defined as a set of
measures intended to lessen harmful consequences and ensure an efficient response through en-
hanced preparedness (Cvetkovi¢ & Miljkovi¢, 2024). The law also establishes a multi-sectoral system
involving the police, the Serbian Army, fire and rescue services, and specialized associations, such
as the Mountain Rescue Service, to ensure a coordinated response (Cvetkovi¢ & Miljkovic¢, 2024).
National resilience is defined within this system as the capacity of communities to recover while
maintaining essential functions (Milenkovi¢, 2025).

The newly adopted Al Strategy (2025-2030) builds on previous efforts, conforming with global
Al governance standards and concentrating on safety, accountability, and data governance, all crit-
ical to emergency management and defending infrastructure (Government of the Republic of Ser-
bia, 2025). Serbia’s data-protection framework is consistent with GDPR principles, imposing strict
safeguards on the processing of personal and geospatial data in emergencies (Popovi¢, 2023). These
reforms illustrate Serbia’s trajectory toward EU integration, strengthening organizational accounta-
bility, liability rules, and cross-border cooperation under the EU Civil Protection Mechanism (Cor-
bane et al., 2024).

Serbia has increasingly integrated technology into its security and defense curricula, utilizing
simulation centers to prepare for complex disaster scenarios (Rokvi¢ & Stanojevic¢, 2024). Govern-
ance in this area is guided by the Strategy for the Development of the Information Society and In-
formation Security (2021-2026), which identifies information security as a prerequisite for a strong
public administration and economy (Milenkovi¢, Cvetkovic, Ivanov, & Renner, 2024). Furthermore,
the National Security Strategy officially recognized cyberspace and hybrid threats as essential fac-
tors influencing national security, mandating the protection of databases and critical infrastructure
from unauthorized access and disinformation (Milenkovi¢, Cvetkovié, I[vanov, & Renner, 2024).

Serbia is presenting itself as a regional leader in Al regulation in the Western Balkans, having
established a dedicated working group to prepare a national Al Act aligned with the EU’s regulato-
ry framework (Dejanovi¢ & Krivins, 2025; Krivokapic, Zivkovié, & Nikoli¢, 2022). The Al Strategy
(2025-2030) builds on earlier digital transformation efforts, focusing specifically on safety, account-
ability, and the classification of Al systems (Dejanovi¢ & Krivins, 2025). In the context of disaster
management, this alignment is vital, as the EU Al Act classifies certain Al systems used in crisis
response as “high-risk,” requiring rigorous conformity assessments and human oversight (Commis-
sion, 2025). Serbia’s approach aligns with these requirements, emphasizing that Al-powered tools
must operate within clear moral boundaries to foster community confidence (Dejanovi¢ & Krivins,
2025; Krivokapi¢, Zivkovié, & Nikoli¢, 2022).

The governance of emerging technologies in Serbian disaster management is heavily influenced
by the GDPR-aligned data protection framework, which applies strict safeguards on the processing
of personal and geospatial data (Krivokapi¢, Zivkovié, & Nikoli¢, 2022). This alignment itself is es-
sential for Serbia’s participation in the EU Civil Protection Mechanism, which facilitates cross-bor-
der cooperation and standardized emergency response guidelines (Beli, Renner, Cvetkovi¢, Ivanov,
& Gaci¢, 2025). Despite these advancements, difficulties persist in building comprehensive geospa-
tial risk maps and in streamlining resource allocation between national and local government levels
(Beli, Renner, Cvetkovi¢, Ivanov, & Gaci¢, 2025). Strengthened organizational accountability and lia-
bility rules are currently being developed to address the legal challenges posed by Al-induced harm,
ensuring that liability for technological failures during emergencies is clearly defined in accord-
ance with emerging EU standards (Havu et al., 2024; Vidovi¢, BeriSa, & Cvetkovié, 2024). This for-
ward-looking legislative stance aims to preempt legal vagueness and to support a robust framework
for accountability in the rapidly evolving landscape of Al applications in disaster management.

3. Methods

In this study, we have employed a qualitative comparative legal and policy analysis to examine
the governance of emerging technologies in disaster risk management (DRM), with particular at-
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tention to accountability and liability. Based on their characteristics, India and Serbia are selected
for comparison due to their high disaster exposure and rapidly expanding technology ecosystems.
Also, we have chosen them because of their contrasting regulatory architectures and institutional
arrangements. Our analysis draws on a range of primary legal and policy documents, including
national and regional strategies, disaster management laws, data protection regulations, network se-
curity frameworks, and official guidance. All documents are relevant to artificial intelligence, drones
(UAVs), Internet of Things (IoT) systems, and digital applications used in emergency contexts. In
the selection process, we have used three criteria: direct relevance to disaster preparedness or re-
sponse, explicit reference to technology-enabled systems or data governance, and enforceability or
operational applicability. Of course, to ensure comparability, an organized framework is applied
to code each instrument according to the scope of technology coverage, assignment of responsibili-
ties among actors, liability triggers and standards of care, disclosure and supervisory mechanisms,
data protection and cybersecurity obligations, and enforcement tools and remedies. The aim of this
study is to identify governance gaps and practical consequences for DRM operations. Aware of these
facts, our study is limited to formal instruments and publicly available sources, and does not assess
real-world compliance or implementation performance, which may vary across jurisdictions and
agencies.

4. Regulatory architecture comparison

India has adopted a centralized model anchored by the National Disaster Management Authority
(NDMA), coordinating technology integration across federal and state levels (Hanspal & Behera,
2024a). Serbia aligns its disaster management approach with European Union standards, integrating
EU directives on critical infrastructure protection and cybersecurity into its legal framework (Muri¢
et al., 2013).

Table 1. Comparative Regulatory Architecture.

Aspect India Serbia

DRM Law Disaster Management Act, 2005 Law on Disaster Risk Reduction (2018)

Al Strategy (2020), Cybersecurity Law,

Tech-Specific Regs IT Act, Draft Al Policy CDPR

Liability State + product liability, weak Al liability EU-influenced liability norms

Data protection gaps, fragmented gov-

Security Focus
ernance

Strong cybersecurity integration

Emerging Gaps Privacy, Al bias, corporate liability Enforcement capacity, innovation adoption

4.1. Synthesis and gaps

The literature suggests that while technologies improve preparedness and response, risk governance deter-
mines their net value. Three key gaps stand out for India and Serbia:

* Operational oversight for high-risk Al (aligned with EU AI Act and WHO guidance).

® DPrivacy-by-design safeguards for aerial and sensor data under DPDP (India) and GD-
PR-aligned frameworks (Serbia).

¢ Cyber-resilience of emergency systems, including mandatory reporting, drills, and incident
response protocols.

This study offers a comparative legal analysis of India and Serbia, identifying opportunities for
convergence in technology governanceand liability frameworks. Table 1 illustrates the key structural
differences between the two countries” regulatory architectures.
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Table 2. Legal and Governance Frameworks for Disaster Tech.

Aspect India Serbia

Disaster Management Act 2005,  Law on Disaster Risk Reduction
IT Act (2018), Cybersecurity Law

SENDAI Framework, bilateral
agreements

Legal Framework

International Alignment EU directives, regional cooperation

Technology-driven approaches,

Key Focus ICT integration

Al strategy, data governance

4.2. Legal Liability Attribution

Legal liability for failures in emerging technologies in disaster management presents a challenge
for both India and Serbia. India’s legal framework relies on traditional tort law, with the Supreme
Court’s decision in M.C. Mehta v. Union of India (1987) establishing strict liability for hazardous
activities (Sharma, 2012). However, modern Al and autonomous systems complicate liability attri-
bution, especially when multiple automated systems interact in complex disaster scenarios. Serbia
has integrated EU liability frameworks through the implementation of the Product Liability Direc-
tive and has clarified liability through mandatory certification processes for critical technologies and
public-private partnerships (Nuredin, 2022).

4.3. Security Governance Structures

Security governance in both countries operates through multi-layered frameworks, with India
focusing on the National Critical Information Infrastructure Protection Centre (NCIIPC) to oversee
security for critical sectors, including disaster management systems (Hanspal, 2024). Serbia’s secu-
rity governance aligns with NATO and EU standards, emphasizing threat assessment and real-time
monitoring through the Unified Information System for Emergency Management (Cvetkovic et al.,
2024).

4.4. Cross-border Cooperation Mechanisms

India’s disaster management cooperation focuses primarily on regional frameworks in South
Asia, though technology sharing remains limited due to security concerns and system compatibility
issues (Bishwakarma & Hu, 2022). Serbia leverages the EU Civil Protection Mechanism, enabling
technology interoperability and shared response capabilities, though this creates dependencies on
external systems and standards (KeSetovi¢ & SamardZija, 2014).

Table 3. Cross-border Cooperation Frameworks.

Aspect India Serbia
Primary Mechanisms  SAARC, bilateral agreements EU Civil Protection, DPPI SEE
Technology Sharing Limited Extensive through EU frameworks
Legal Harmonization =~ Minimal convergence EU directive compliance

4.5. Implementation Challenges

Both countries face common implementation challenges, including lengthy procurement pro-
cesses, skills gaps, and funding constraints. India struggles with federal-state coordination and im-
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plementation across diverse contexts, while Serbia faces challenges with EU compliance timelines
and balancing national sovereignty with regional integration (Petrovi¢, 2019).

5. Comparative Analysis: India and Serbia
5.1. Disaster Governance and Institutional Frameworks

India and Serbia have both established legal frameworks for disaster risk governance, but their
institutional structures differ. India’s Disaster Management Act (2005) created a multi-tiered frame-
work with the National Disaster Management Authority (NDMA) coordinating across federal and
state levels (NDMA, 2019). In contrast, Serbia consolidated its governance under the Law on Disas-
ter Risk Reduction and Emergency Management (2018), emphasizing institutional integration and
alignment with EU directives (Beli et al., 2024). While India’s federal structure allows for regional
diversity, Serbia pursues legal uniformity in line with European standards.

5.2. Artificial Intelligence and Emerging Technologies in Disaster Management

Both countries recognize the potential of Al and emerging technologies, but are at different stag-
es. India’s adoption is still in the experimental phase, with pilot projects in flood forecasting, drone
surveillance, and COVID-19 contact tracing (Hanspal & Behera, 2024). Oversight remains fragment-
ed, as Al use is regulated by data protection law and sectoral guidelines. Serbia, on the other hand,
has articulated a structured vision through its Al Strategy (2020-2025), which integrates disaster
management and public safety, heavily influenced by the EU Artificial Intelligence Act (2024), which
categorizes disaster-management Al as a “high-risk” system subject to oversight (Rajlic et al., 2025).
This positions Serbia ahead of India in embedding accountability into Al-driven disaster response.

5.3. Drone and Remote Sensing Governance

India has liberalized drone regulation under the Drone Rules, 2021, easing permissions for UAV
deployment in disaster response and logistics (Gupta et al., 2025). However, oversight around data
security and civilian privacy remains limited, raising concerns over surveillance and liability. Serbia
does not yet have a stand-alone UAV law; drone operations are regulated under civil aviation safety
rules, which are integrated into disaster management protocols. While the lack of a dedicated UAV
law may slow deployment, it ensures alignment with European safety and liability standards.

5.4. Data Protection and Privacy in Emergencies

India’s Digital Personal Data Protection Act (2023) introduces significant privacy safeguards, in-
cluding consent-based data collection and penalties for breaches (Sonkar, 2025). However, emergen-
cy provisions allow broad state discretion, raising concerns about the proportionality of surveillance
during crises. Serbia applies a GDPR-harmonized data protection regime, ensuring stricter rules for
lawful processing and transparency, even during emergencies. While this offers stronger individ-
ual protections, critics note that GDPR’s rigidity may delay urgent data flows in crises (Tanasi¢ &
Vladimir, 2024).

5.5. Legal Liability and Accountability Mechanisms

India and Serbia differ significantly in their legal frameworks for liability for technological fail-
ures in disaster management. India relies on a mix of product liability, consumer protection law, and
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judicial interpretations (Singh, 2017), though its jurisprudence on emerging technologies remains
underdeveloped. In contrast, Serbia’s EU-based liability regime emphasizes proportionality, strict
product liability, and accountability for data protection breaches (Mufti¢, 2025), offering greater
transparency and accountability for Al and drone failures. Serbia also mandates independent over-
sight bodies, while India depends on executive agencies and courts for enforcement.

5.6. Convergences and Divergences

Both India and Serbia recognize technology as key to disaster resilience, but differ in legal sophis-
tication:

¢ Convergences: Adoption of Al and drones in disaster contexts, recognition of privacy risks,
and a policy focus on resilience.

¢ Divergences: Serbia’s EU-aligned frameworks provide stricter liability and oversight, where-
as India’s more flexible frameworks are still evolving, with less emphasis on rights protection.

India benefits from flexibility and rapid innovation, while Serbia’s model highlights the impor-
tance of embedding accountability and ethical safeguards. A hybrid approach, combining India’s
innovation with Serbia’s regulatory rigour, could offer a balanced solution for other countries facing
similar challenges.

Table 4. Comparative Dimensions of India and Serbia’s Technology Governance in Disaster Management.

Dimension India Serbia

Anchor Disaster Law Disaster Management Act, 2005 B Wisaster Risk Reduction and Emer-

gency Management, 2018
Al Governance Elr}erg}ng (DPDP Act 2023; sectoral Al Strategy (2029—2025); EU-aligned da-
guidelines) ta-protection regime
Drone/UAV Regulation Drone Rules, 2021 (liberalized but No stand—z.ilone law; integrated via aviation
consent-based) safety & disaster response

Digital Personal Data Protection Act,

Data Protection GDPR-aligned Data Protection Act

2023
Liability & Accounta-  Evolving jurisprudence on product  Stronger EU-derived liability norms; em-
bility liability and privacy in tech use phasis on proportionality

Regional/Global Align- Domestic focus with partial conver-  Strong EU alignment; candidate for EU
ment gence (e.g., Al Act debates) accession

6. Discussion and policy implications

The comparative analysis reveals a trade-off between India’s flexible, decentralized disaster gov-
ernance and Serbia’s EU-aligned model that emphasizes legal certainty. India’s system promotes
innovation but lacks a harmonized liability framework, leading to uncertainty, particularly regard-
ing privacy, drone accidents, and Al errors. In contrast, Serbia’s EU-derived framework ensures
accountability through strict product liability and GDPR safeguards, though it can slow innovation
due to compliance costs and procedural delays.

Policy implication: A hybrid approach that combines India’s flexibility with Serbia’s accountabil-
ity could strengthen disaster governance while avoiding delays in innovation.

Both case studies show that emerging technologies like Al, drones, and geospatial tools are in-
creasingly used in disaster governance, raising complex liability and ethical concerns. For exam-
ple, Al can improve flood forecasting but may introduce bias if datasets underrepresent vulnerable
groups. Similarly, drones accelerate search-and-rescue efforts but can infringe on privacy if not prop-
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erly regulated. Serbia’s approach, guided by the EU AI Act, ensures risk classification and human
oversight for Al systems, while India prioritizes rapid adoption with less emphasis on safeguards.

Policy implication: Disaster governance frameworks should embed technology-specific liability
standards to ensure transparency in liability allocation, particularly for AI and drones.

Data protection is a key divergence between India and Serbia. India’s Digital Personal Data Pro-
tection Act (2023) provides a foundation for regulating disaster-related data, but its broad emer-
gency exemptions could undermine rights during crises. Serbia’s GDPR-aligned framework places
stricter limits, though it may slow critical data flows in emergencies.

Policy implication: A middle ground is needed —allowing temporary derogations in emergencies
but requiring ex post independent audits to prevent abuse. Embedding sunset clauses and propor-
tionality checks would strengthen both resilience and legitimacy.

In India, the absence of a comprehensive liability regime forces victims of technological failures to
rely on tort law or consumer protection law, often resulting in lengthy delays and inconsistent rem-
edies. Serbia’s EU-inspired strict liability model ensures predictable outcomes but may discourage
smaller innovators due to high compliance risks.

Policy implication: A tiered liability regime may offer a balanced approach: strict liability for
manufacturers and vendors of high-risk technologies, such as Al systems and drones; shared re-
sponsibility between state agencies and private operators during deployment; insurance mecha-
nisms to spread risk while encouraging innovation.

The India-Serbia comparison offers broader lessons for global disaster governance:

¢ Developing states may benefit from India’s flexible approach, but should introduce account-
ability mechanisms over time.

¢ GDPR-aligned frameworks, like Serbia’s, emphasize rights protection even in emergencies,
though expedited processing is necessary.

¢ General data-protection or liability laws are insufficient; specific provisions for Al and drones
are required.

¢ Independent oversight bodies should be introduced in emerging economies to enhance ac-
countability without politicization.

¢ International organizations like UNDRR and the Sendai Framework can foster harmoniza-
tion of technology governance principles to ensure interoperability and ethical standards in
cross-border disaster response.

7. Conclusion

This comparative study of security governance and Legal liability in disaster management high-
lights the challenges and opportunities involved in regulating emerging technologies. Analyzing the
approaches of India and Serbia shows that, although both countries are updating their regulatory
frameworks to keep pace with technological advancements, there are still notable gaps—especially
in assigning liability, ensuring security, and facilitating cross-border cooperation. The study indi-
cates that both centralized and networked governance models involve trade-offs among security,
efficiency, and flexibility. India’s hierarchical system offers unified standards but faces implemen-
tation hurdles, while Serbia’s networked approach provides integration benefits yet grapples with
sovereignty concerns and dependency issues.

Key insights include: (1) traditional legal liability frameworks are insufficient for managing risks
from new technologies, necessitating specialized laws and judicial adaptation; (2) security gov-
ernance must strike a balance between protective measures and operational effectiveness through
risk-based strategies and flexible regulation; (3) cross-border efforts should find a middle ground
between sovereignty and effectiveness, using graduated levels of integration; and (4) effective gov-
ernance depends on capacity building and involving multiple stakeholders to address complex tech-
nological challenges.
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This study enriches the academic understanding of how technology is governed in disaster situa-
tions and offers practical guidance for policy development. The proposed hybrid governance model
provides a flexible framework to tackle shared challenges while respecting each country’s unique
context. Future research should focus on how these recommendations are implemented and on the
governance hurdles posed by emerging technologies in disaster management. As new innovations
continue to reshape security landscapes, adaptable governance systems that balance innovation
with protection will be vital for maintaining societal resilience and security.
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